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Remote Access

The Firm supports a number of solutions that provide remote access to Firm systems on a variety of different devices.
All remote access methods (other than BlackBerry Work) require access to an RSA token. RSA tokens are available
for use on your laptop and selected mobile devices, available on request from the GTS Service Desk.

To get set up, contact the GTS Service Desk.

Connect your Firm Laptop to the Network with Cisco AnyConnect VPN

Cisco AnyConnect’s Virtual Private Network (VPN) Secure Mobility Client allows quick access to the White & Case
network through broadband, wireless or cable modem while providing a high level of security and a dependable
connection.

Cisco AnyConnect VPN automatically connects you to the nearest White & Case network access point; this means
that even if you travel and are connecting from outside your home region, your network connection remains fast.

About Using RSA SecurlD with Cisco AnyConnect

When remotely connecting to the network via a White & Case laptop, you may also use the RSA SecurlD software to
obtain a passcode for logging in. If you have locally installed your software token, you may even enter just your PIN to
connect.

P Please contact the GTS Service Desk for assistance with installing an RSA SecurlD token on your Firm laptop.

Connect to the VPN
Click the Start button E and enter Cisco in the search field.

Best match

,r{} Cisco AnyConnect Secure Mobility Client
Desktop app

Apps >0

&) C ico Jabber

s E S O 0 B @ g
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+ The app is also pinned to your Start menu.

Step 2:

Step 3:

Step 4:

e

Internet
Explorer Intapp Time

9

Change-Pro Cisco Jabber

-] H

TeamViewer 11 White & Case
Host Control Panel

Select Cisco AnyConnect Secure Mobility Client. The Cisco AnyConnect client displays.

iManage
DeskSite

a\

r

Cisco

AnyConnect...

RSA

RSA SecurlD
Token

Click Connect. The credentials dialog displays.

VPN:
Ready to connect.

Automatic Selection

% Cisco AnyConnect | EMEA

% Awaiting user input.

Group:

Username: |

Passcode or PIN: | e

Enter your network Username and either:

a.

Your RSA SecurlD PIN

This is only accepted if your software token is also installed on your Firm laptop and you’ve set up a

PIN.

Your RSA SecurlD Passcode
You must first set up a PIN to authenticate using the software token assigned to you.
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step 5: Click OK. If your network connection is successful, you may confirm your connectivity as follows:

Connection successful (AnyConnect minimized):

Connection successful (AnyConnect maximized):

’_} Cisco AnyConnect Secure Mobility Client e X

; VPN:
ir "‘oi Connected to EMEA.

T
Automatic Selection

00:01:19

At any time while working, you may also check the AnyConnect connection icon in the system tray (hidden
icons):

& Cisco AnyConnect
VPN: Connected
Q@ 9 & ®

" § =

Disconnect from the VPN

If you plan on shutting down your laptop or going into sleep or hibernate mode, it is a good idea to first disconnect
from the VPN.

There are two ways to disconnect:

Step 1:  Open the Cisco AnyConnect window and click Disconnect.

’_} Cisco AnyConnect Secure Mobility Client e X

; VPN:
ir "‘oi Connected to EMEA.

T
Automatic Selection

00:01:19
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or right-click the Cisco AnyConnect icon in the system tray and select VPN Disconnect.

Open AnyConnect

» Show Connection Notices

Disconnect

s

[ About
Quit

Access Your Remote Desktop via Citrix

Citrix is a web-based application that allows you to access your White & Case Desktop from any PC and outside the
office.

To use Citrix for remote access, you will need:

¢ aWindows or Mac PC with a broadband Internet connection
e your White & Case user name and password
o the RSA Token app, a SecurlD token and your PIN

If you currently do not have an RSA SecurlD token, please contact the GTS Service Desk.

Launch Citrix from a Web Browser

You may access Citrix from any PC via a web browser.

P If using your personal PC (i.e. and not a public PC), we recommend accessing your Desktop via Citrix Workspace as

described in Launch Citrix on your PC.

Open a web browser and go to https://citrix.whitecase.com.

In the Logon screen, enter your User name and Password (same as your White & Case login for Windows).

| Welcome
Please log on to continue.

User name: | |

Password: |..|||l||-|c¢l |

PASSCODE: [esssssss |

Log On

On your mobile phone, launch the RSA Token app and enter your four-digit PIN.

» If you do not have the RSA Token app, a SecurlD token or a PIN, please contact the GTS Service Desk.

Enter the Passcode generated by the RSA app into the PASSCODE field on the Logon screen.
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P If accessing Citrix from the office or while connected via Cisco AnyConnect VPN, the Logon screen appears as below and
no passcode is required. Just click Log On to launch Citrix.

To use the account you used to sign on to the computer, click

Citrix Receiver o O

Switch to user name and password

Click Log On. Citrix Receiver displays your available White & Case applications.

Citrix Receiver

Just click an app you wish to open. To launch your Firm Desktop, click Citrix Desktop.
Launch Citrix on your PC

If you regularly access Citrix from your personal PC, we recommend first installing the Citrix Workspace app and using
it to launch Citrix for quicker access.

Install and Set Up Citrix Workspace

P This is a one-time installation. However, if you experience issues after launching the Citrix Workspace app, you may need
to install it again.

Download and install the Citrix Workspace app for your PC:

e https://www.citrix.com/products/workspace-app/download-citrix-workspace-app.html
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Step 2: Start the Citrix Workspace app and then select Set Up Account.

To access your workspace setup your account

Set Up Account

The Edit Accounts dialog displays.

Step 3: Select Add.

(@ Edit Accounts - b4

Add or Remove Accounts

On | Name Description

The Add Account dialog displays.
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Step 4: Enter your White & Case email address and click Add.

@ Citrox Workspace x

Add Account

Enter your work email or server address provided
by your IT department:

| @whitecase.com —l

The following prompt displays.

@ Citrix Workspace X

Do you want to use the information provided by
Q “citrix.whitecase.com” to configure your account?

You should only continue with account setup if you trust this server.

|_ Continue || Close |

Step 5: Click Continue. Your White & Case account is now set up and you are prompted to log on.
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Log On to Citrix

Step 1: Start the Citrix Workspace app. The Logon screen displays.
Step 2: Enter your User name and Password (same as your White & Case login for Windows).

Step 3:  On your mobile phone, launch the RSA Token app and enter your four-digit PIN.

» If you do not have the RSA Token app, a SecurlD token or a PIN, please contact the GTS Service Desk.

Step 4: Enter the Passcode generated by the RSA app into the Passcode field on the Logon screen.

| @ Citrix Workspace x
User name: |
Password: | SRR RERBENS
Passcode: | sessseen

| LogOn || Cancel |

) Secure connection

step 5: Select Log On. Citrix Workspace displays your available White & Case applications.

@ Citrix Workspace - O w

Workspace Smith, John

. 9 &

Citrix Desktop Date-Time format InterAction Web
Client

Step 6: Just click an app you wish to open. To launch your Firm Desktop, click Citrix Desktop.

P If you experience any issues after launching the Citrix Workspace App, we recommend downloading and installing a new

version of the app (when available).
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Switch Between Full-screen and Window Views (Windows)

When you launch Citrix, i.e. your Citrix Desktop, a Desktop toolbar makes it possible to switch between your personal
PC Desktop and your White & Case Desktop.

For example, when Citrix is launched in Window mode (not full screen), you can switch to Full-screen mode via the
following option:

el B Ty (. Pl 4

Ctrl+Alt+Del Preferences Full-screen Disconnect Shortcuts

TR T

While in Full-screen mode, you may either select to 1) switch to your personal PC Desktop, 2) switch to your White &
Case Citrix Desktop or 3) switch your Citrix Desktop to Window mode.

=4 o e
) = T
Citrix Desktop Ctrl+Alt+Del Preferences Window Disconnect Shortcuts

Z Besess 4 Dot

View Full-screen on Two Monitors

When you switch to Full-screen mode while using dual monitors, your Citrix Desktop will only go to full screen on the
current monitor.

If you would like to view the Citrix Desktop in full screen across both monitors, drag the Citrix Workspace window
directly between the two monitors and then switch to Full-screen.

B N -
L] L » |
Home Ctri+Alt+Del Preferences Full-screen Disconnect Shortcuts

TR T

Switch Between Full-screen and Window Views (Mac)

When you launch Citrix, i.e. your Citrix Desktop, the Desktop toolbar does not display some of the same options that
you have in the Windows version:

Exy Pad

Cir-Alt-Del Preferances Digconnact

I + | ]

To switch between full-screen mode and windowed mode, select the green window button o at the top-left of the
title bar.

Learn IT: Reference



Work with Files

When working in Word, Excel, PowerPoint or Acrobat DC, files can be saved only to your Desktop (in Citrix), iManage
or to network drives while connected in Citrix.

P Citrix does not allow connections with any local computer drives, USB drives, etc.

» When creating new documents or editing an attachment, be sure to save the documents first, either to iManage, a
network drive, or your Desktop (in Citrix). After first saving and while the document is being edited, it is strongly
recommended to periodically save the document (File | Save or Ctrl + S) since iManage disrupts the auto save feature in

Microsoft Word.

Regularly Save Your Work

To ensure the security of White & Case documents, Citrix times out and severs its connection with a user after 60
minutes of inactivity. If you have a document open that has not been saved for a period of time exceeding 60 minutes,
all changes will be lost.

Print Files

Citrix will automatically recognize most plug and play devices, such as home printers. If you are having difficulty
installing a printer from home, contact the GTS Service Desk.

Use Cisco Jabber for Calls

While working in Citrix, you may use Cisco Jabber just like on your Firm PC to make and receive telephone calls via
your office telephone.

» Make sure that Jabber is using your computer for phone calls.

Log Out

To log out, select the 1) Start E button, then on the left side of the Start menu, choose the 2) Accounts icon, and
then select 3) Sign out.

Change account settings

Lock

Sign out 3

Switch account

Lalculator

Camera

Change-Pro

Cisco

Cierm lahhar

Any changes made to online files or settings will be visible again when logging into your Windows 10 PC.
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End Your Citrix Session

In the Citrix Workspace App, select the drop down next to your name and select Log Off.

H Q

Refresh Apps
Accounts..

Log Off

Access Citrix via your iPad

This section explains how to install and use Citrix Workspace on your iPad iOS 12.x.

Manage Downloaded Content from iTunes
An iTunes account is necessary for working with the iPad. Note that:

e The iPad will connect with iTunes and set the user to match the current account active in iTunes.

o |If the iPad is connected to another computer with a different iTunes account, only Apps and Music
(purchased or ripped from CD) are shareable. Purchased TV or Movie content can only synchronize with
the iTunes account associated with the iPad.

Create an iTunes Account on Your Own PC

» iTunes may not be installed on Firm computers.

Step 1: Download iTunes from the Apple website: http://www.apple.com/itunes/

Step 2: From the menu bar at the top of your computer screen or at the top of the iTunes window, choose Account |

Sign In...
@€ iTunes File Edit Song View Controls Window Help
. = Authorizations >
ece Wb » —— 4 ETEE——
< | > ]I Music ¢
Redeem...

step 3: Click Create New Apple ID and follow the prompts to create your account.

About iOS 12.x
The steps to use Citrix Workspace in this quick reference are based on the latest available version of iOS, 12.x.

To find out the iOS version on your iPad:

Step 1: From the Home screen, tap Settings @ The Settings window displays.

Step 2: Tap General | About and check the Version.
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Updating the iOS is easy:

Step 1:

Step 2:

Step 3:

From the Home screen, tap Settings @ The Settings window displays.
Tap General | Software Update.

The next screen will show if your software is up to date. If not, follow these instructions:

Tap Download and Install. This will start the upgrade, which will take several minutes and will restart your
iPad during the process. If the Download and Install button is grayed out, trying clearing up some space.
The space required by the update is mostly temporary, so you should gain most of it back after the latest
iOS version is installed.

+ If you are near or below 50% power, you will want to plug your device into a wall outlet or a PC during the upgrade.

About Apple Support for iPad

To view online tutorials for learning how to use the iPad, visit Apple Support.

Install the Citrix Workspace App onto Your iPad

Before you can use the Citrix Workspace App to log into remote applications, you must first download the free
Citrix Workspace from the App Store.

Step 1:
Step 2:

12

In the Search field, enter citrix workspace and tap Search.

Install and open the Citrix Workspace App.

Citrix Workspace
( ) B . ) DEVELOPER
; o e e o, o Citrix Systems, Inc.

Citrix Secure Web — Citrix Secure Forms
Business GET |:] GET

P ok 1y ciregx
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Step 3: Once you have installed the Citrix Workspace, the Workspace icon displays on your Home Screen.

® B O

Podcasts Find Friends Find iPhone

Ld ©

Workspace

Add an Account and Log On to Citrix

Step 1: Tap the Workspace icon on your Home Screen and then tap Get Started to proceed.

@ Citrix Workspace

Securely access your favorite apps and services in
one place and access them anytime on any device

Get Started

7 Try the demo.

Step 2: In the Welcome screen, enter your White & Case email address and tap Continue.

TEET

< Welcome

To get started, enter your company
email address or Store URL

@whitecase.com

Use smart card
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Step 3:

Step 4:

Step 5:

14

In the Sign in screen, fill in the following fields.

{ Signin @

Enter the Username and Password

a. Inthe User name field, enter your White & Case user name.

b. Inthe Password field, enter your White & Case password.

c. Inthe Passcode field, enter the Passcode from the RSA SecurlD app on your iPhone or iPad.

Passcode

(81581726 |

33 sec remaining

RSA SecurlD

With all the fields complete, tap Sign in.

To enable Touch ID for future sign in, tap Use Touch ID. Otherwise tap Not now to proceed.

Enable Login with Touch ID

Use your Touch ID for faster, easier
access to your account.

Mot now

Remote Access



The Citrix Workspace Home Screen displays.

Citrix Workspace )
A A ¥ Ed v
Citrix Desklop Citrix Desklop Date-Time InterAction Keyboard
Full Screen format Web Client Seltings-
secure
browser
Step 6: Tap Citrix Desktop to launch your White & Case Desktop.
Log On to Citrix
This section describes how to subsequently log on to Citrix after installation / first use.
Step 1: Tap the Workspace icon on your Home Screen. The Citrix Workspace Home Screen displays.
Step 2: Tap an app to launch it.
» If you enabled Touch ID, you may be prompted to use it now to launch Workspace.
| &
Touch ID for "Workspace"
Log In to Citrix Workspace.
Cancel
|
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Step 3: Inthe Sign in screen, enter your credentials:

£ Signin @

Enter the Username and Password

*seeeReeRRREY

a. The User name and Password fields are already entered for you.

b. Inthe Passcode field, enter the Passcode from the RSA SecurlD app on your iPhone or iPad.

Passcode

[ 81581726

33 sec remaining @J
O

RSA SecurlD

Step 4: Tap Sign in.

Navigate in Citrix Workspace

Citrix Workspace displays a drop-down menu tab that allows you to access extra functions under the following
categories: Home, Pair, Arrow Keys, Keyboard, Pointer, Magnifier, Mouse and Switch.

Use the Keyboard

To display the keyboard, tap the Citrix Workspace menu tab at the top of the screen and choose Keyboard.
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To close the keyboard, simply tap the keyboard icon at the bottom right of the keyboard display.
Navigate Through Active Items in an Application

Step 1: To navigate through opened items in an application (i.e., multiple opened emails), tap two fingers on the
iPad screen. The Active Items dialog displays.

Step 2: To navigate to an item, single tap it.
Gestures Guide for Citrix Workspace Sessions

There are two modes to simulate using a mouse with Citrix Workspace. The first mode, which is the default, interprets
all taps with a small feedback ring on the screen.

The gestures for this mode are as follows:

iPad Taps and Gestures  Windows’ Mouse Equivalent

Single tap Single click

Double tap Double click

Three-finger tap Bring up or dismiss the virtual keyboard or engage external keyboard
Tap and hold Right click

Tap and drag Drag

Swipe Right Left Arrow key

Swipe Left Right Arrow key

Swipe Up Mouse Wheel up

Swipe Down Mouse Wheel down

Track Pad Mode

This mode turns the entire surface of the iPad into a trackpad. Moving your finger around moves an onscreen mouse
pointer accordingly.

iPad Gesture Windows Equivalent

Single tap Single-click

Double tap Double-click

Two finger tap Show/hide magnifying glass

Three-finger tap Bring up or dismiss the virtual keyboard or engage external keyboard
Four-finger swipe Navigate through open applications

Tap and hold Right-click

Tap and drag Drag

» The magnifying glass zooms in on an area of the screen as you track your finger over the surface of the iPad. Inside the
magnified area is a mouse pointer that you can use for precision tapping.
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Use the Mouse

To display the Mouse, tap the Citrix Workspace menu tab at the top of the screen and choose Mouse.

Our approach
to client servics

This may be used as a virtual mouse as you browse through your Citrix Desktop applications.

Log Off and End Your Citrix Session

» Before ending Citrix, make sure to log off from any current Citrix Desktop sessions.

To log off, select the 1) Start El button, then on the left side of the Start menu, choose the 2) Accounts icon, and
then select 3) Sign out.

Change account settings
Lock

Sign out 3

Switch account

LalCUlator

Camera

Change-Pro

Cisco

Ciern lahhear

ox @
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End Your Citrix Session

Step 1: From any application, tap the Citrix Workspace drop-down menu tab and then tap Home.

iy
L&
Step 2: At the Home screen, tap Settings kLv}/ and then tap Log Off.

Settings Log fol

A confirmation dialog displays when you are logged off.

r B |
' You have logged off from
all accounts.
DK
A A

P If you are currently logged into one or more applications in Citrix, you are prompted to cancel, log off or disconnect.

Log Off or Disconnect?

If you disconnect, any unsaved data

in open applications is available the

next time you connect. If you log off,
any unsaved data may be lost.

Cancel
Log Off

Disconnect

> |

step 3: Tap Log Off to end your Citrix session and close all applications.
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Manage your RSA SecurID Token for Windows

RSA SecurlD Token for Windows provides a software-based security token for authenticating to and accessing the
White & Case network remotely. This is an alternative for authenticating via a Firm-issued mobile device; you may
also use this in addition to the token on your mobile device. Since both alternatives utilize the same software token
file, both will accept the same PIN and display the same passcode.

» RSA SecurlD Token is a standard application on Firm laptops with Windows 10 / Office 2016. It is not a standard

application on Firm Desktop PCs.

To access the White & Case network from your laptop outside the office, you must first create a PIN to authenticate
using the RSA SecurlID token assigned to you.

Import a Token and Create a PIN

Request a Software Token

You will need a software token on your laptop to successfully authenticate. You may request a software token by
contacting the GTS Service Desk.

Import the Software Token

Access Outlook and open the message from the Service Desk:

[SR585697] Your SecurlD Token
Service Desk

Lsdtid

ﬁKE‘L

Double-click the token file (*.sdtid file as shown above). The software token is identified on the Desktop and
automatically imported.

B2 RSA SecurlD Tokeg )

Token named successfulby
imported to Local Hard Drive (RSA).

Want to change token name?[ Change Mame l

» You may change the name of the displayed token to something shorter (for example, to Token 1) at this point but it is not

required.
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step 3: Click OK. You are prompted to enter a PIN.

a. If you already have a PIN (created for a token on your BlackBerry or mobile device), then you may now
enter the PIN and obtain a passcode.

DEiﬂns v} H‘:ﬁ
Enter PIN: ﬁ 3

=Y securip®

b. If you do not yet have a PIN, see the following section for steps to create a PIN.

Step 4: After you have imported the token, delete the email containing the token data.

Create a PIN

» These steps are only required if you are a new RSA user and did not already have a PIN set up for an existing software
token on your BlackBerry or mobile device.

Step 1:  While connected to the White & Case network, access Internet Explorer, type pinsetup.whitecase.com in
the Address bar and press Enter. The RSA SecurlD site displays.

Step 2: Enter your username in the User ID field.

BN securiD’
g

Log in to access this protected resource. If you don't remember your login information,
contact yvour help desk or administrator.

User 1D: x

[

Your Passcode is your PIN + the number displayed
on your token (the Tokencode).

Passcode:

| LogIn ] I Reset ]

Step 3: If not currently open, access the RSA SecurlD Token application from your Windows Start menu. The
Enter PIN screen displays.

Déions V} E‘Jﬁ
Enter PIN: ﬁ 4

= securior
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Step 4: Press the Enter arrow ﬁ or press Enter.

Step 5:

Step 6:

Step 7:

An 8-digit Tokencode displays.

Déions Vi H’g

F Tokencode: '.,-
4778 6464 5
- {peoner i) (con

On the pinsetup screen in Internet Explorer, enter the 8-digit Tokencode (no spaces) in the Tokencode

field.
Click Log In. You are now in New PIN mode.
User ID: | |
| aeeeeRee |
Passcode!  vour Passcode is your PIN + the number displayed
on your token (the Tokencode).
I] Log In | Reset |
Enter your new PIN and re-enter it to confirm.

» The PIN must be at least 4 digits and may not begin with 0.

22

E&YAY SecurlD’

New RSA SecurID PIN Required

Either vou don't have a PIN yet, or security policy requires a PIN change.

PINs must

MNew PIN

contain 4 to 8 numbers.

Confirm Mew PIN: ||||¢o| |

OK

| Reset | | Cancel |
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step 8: Click OK. The New PIN accepted message displays.

SecurlD’
o

Log in to access this protected resource. If you don't remember your login information,
contact your help desk or administrator.

1052 New PIN accepted. You are required to authenticate with your new PIN. Wait for the
code to change on your token and then enter it in the space provided.

UserID: | x|

Passcode:  your Passcode is your PIN + the number displayed
of your token (the Tokencode).

| Login | | Reset |

step 9: Refresh the pinsetup page in Internet Explorer by pressing F5 or selecting the Refresh icon L~ 0 ‘ in
the Address bar.

Step 10: You will now need to authenticate with your new PIN. Wait for the Tokencode to change in the RSA SecurlD

Token application on your laptop.
Step 11: Return to the Enter PIN screen by clicking Re-enter PIN.

Tokencode:

/134 0002

EEEENEEEEEE N
| Re-enter PINJ|( Copy)

8076 5001

Re-enter PIN] w
mm

+ Click Copy to copy the passcode for the next step.
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Step 13: In the pinsetup screen in Internet Explorer, enter (or paste) the 8-digit Passcode and click Log In. An
Authentication Succeeded screen displays briefly, followed by the Congratulations. Your new PIN setup is
complete message.

E&YAY SecurlD’

Authentication Succeeded.

Conkirne

Congratulations. Your new PIN setup
is complete.

Click Here to close this window.

Step 14: Click the link to close the window. The RSA SecurlD token on your laptop is now ready to use for remote
access.

Obtain a Passcode for Windows

After you have created a PIN for the software token on your laptop, you may obtain a secure passcode for logging into
the White & Case network or remote White & Case applications.

Step 1:  On your laptop, access the RSA SecurlD Token application.

Tokenl Détiun-s \*! = ﬁ
Enter PIN: | u

= securip®

‘.n.n AT

Step 2: Enter your PIN and press the Enter arrow u or press Enter. An 8-digit number (passcode) displays.

Tokenl Détiu-ns v] =
Passcode: _-\‘

1462 8490 |

Re-enter PIN I C:JM
LEN securip®

P> Itis possible to get a tokencode without entering a PIN, but a tokencode is not the same as a passcode and will not work.
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step 3: Enter the Passcode in the appropriate field when prompted by a White & Case remote access application.

+ Click Copy when the passcode is displayed; you may simply paste it into the Passcode field when you're logging in.

Replace a Token on Your Laptop

When your RSA software token is about to expire, you receive a notification after launching the RSA SecurlD
application on your laptop:

il T
A Token Expiration Motification M

Token named " " will expire
in 11 days. Contact your administrator.

» Contact your local GTS or the GTS Service Desk if you have not already been notified about replacing a software token

that is about to expire.

After you have received a new software token per email, you will first need to delete the old token on your laptop
before importing the new software token.

+  Your new software token will also work on your other devices where the RSA SecurlD app is installed, such as your
iPhone or Android device. See Manage RSA SecurlD Authentication for Mobile Devices for steps on replacing your token

on a mobile device.

To replace a token on your laptop:

step 1: Click Start E and select RSA SecurlD Token from the menu.

Q- Wi RSA

TeamViewer 11 White & Case RSA SecurlD
Host Control Panel Token

The application launches.

a_EEuns v} GE'I
Enter PIN: | Lﬂ

=T SecurlD”
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Step 2:

Step 3:

Step 4:

26

Select Options | Manage Tokens | Delete Token.

Groev) =52 |

Import Token

Manage Token

R Token Storage Devices
Always on Top
Slcuﬂn' Next Tokencode
— About...
Help
Close

Change Token Name
Delete Token

Token Information...

A confirmation message displays.

-

)
[0 RSA SecurlD Software Token with ... SEES]

Ep

ves || Mo

Click Yes to delete the token. Another confirmation message displays.

-

deleted.

.
[ RSA SecurlD Software Token with ... ESE]

b

Click OK. Since the RSA SecurlD Token application no longer has an active token, another message

displays:

-

b Last token deleted. Import new
! token?

s

Yes ] [ Mo

N
[ RSA SecurlD Software Token with ... ES
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step 5: Click No, then click Close in the dialog that displays:

-

A RSA SecurlD Software Token with Auto... g

4 You must have a token imported to run
L‘Ig the application. Click Close to exit.

g

Step 6: Access the email with your new token and double-click the *.sdtid attachment in the message as shown
here:

- Y sdtid _
"..J.-""l !5 KB

A dialog displays:

Opening Mail Attachment x

o You should only open attachments from a trustwarthy source.

Attachment: .sdtid from [SR5856587] Your
SecurlD Token - Message [HTML)

Would you like to open the file or save it to your computer?

Open Cancel

Always ask before opening this type of file

step 7: Click Open. The token is automatically imported into the RSA SecurlD Token application.

i T
G RSA SecurlD Token [

Token named successfulby
imported to Local Hard Drive (RSA).

Want to change token name?[ Change Name l

-

» You may optionally change the name of the token by clicking Change Name and entering the name.
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step 8: Click OK to proceed. The RSA SecurlD Token application will now accept your PIN and will generate a
secure passcode for remote access.

EZrE?iuns W G'?.'Z
Enter PIN: W

SecurlD’

Troubleshooting: Confirm your Token Information

In case you are not able to log into remote applications with your software token, you may contact the GTS Service
Desk for assistance.

You may be prompted by a GTS Service Desk analyst to provide software token information as part of
troubleshooting.

To access information about your RSA SecurlD token for Windows:

Step 1: Launch the RSA SecurlD Token application.

Step 2: Select Options | Manage Token | Token Information...

Tokenl Options v | = £2 ]

Import Token

Manage Token Zhange Token Mame

Enter PIN:
Delete Token

Token Storage Devices

Always on Top Token Informatgon...

YN SecurlD” Mext Tokencode
— About...

Help

Close

The Token Information dialog displays. Some key information about your token is highlighted below.

R Token Information ﬁ

Token Name: Tokenl

[Token Serial Number: 1234567891011 |

IExpiratiun Date: Monday, August 31, 2015 ]

Device Name: Local Hard Drive (RSA)

[Dm..-ict Serial Number: l
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Manage RSA SecurID Authentication for Mobile Devices

The RSA SecurlD Software Token app for personal mobile devices such as iPad, iPhone, or Android touch devices
provides a software-based security token for authenticating to and accessing the White & Case network remotely. This
is an alternative for authenticating via a Firm-issued BlackBerry.

To access White & Case remote resources (for example, remote applications via Citrix) from a PC outside the office,
you must first set up a PIN to authenticate using the RSA SecurlD token assigned to you.

If you require RSA Token on a personal mobile device, you will need to bring your device into the office and inform the
GTS Service Desk of your request.

Download the App to your Device

Apple Devices

» RSA Token is only available for devices running iOS 6 and higher.

¢ Install the app from the White & Case Appstore (requires BlackBerry Work and BlackBerry Access on
your device).

e Click here to download the application from the Apple App Store (Apple iTunes required).
e Or, search for "SecurlD" in the "Business" category of the Apple App Store.

Once installed, you will need to import a token and create a PIN:

Welcome 2

Welcome to RSA SecurlD

This app requires a software token for

generating one-time passwords

£ &l ®
Android Devices

First check if your device is compatible with RSA: Click here for currently qualified Android devices.

You can install the app from the White & Case Appstore (requires BlackBerry Work and BlackBerry Access on your
device).

! Do not install or use any other third-party token apps for Android; only install and use RSA Token.
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To download the app from the Android Market:

e Scan the following QR code with an application such as Barcode Scanner:

e Or open the following URL in your Android browser:
https://play.google.com/store/apps/details?id=com.rsa.securidapp

e Or search for "RSA SecurlD" in Google Play.

Once installed, you will need to import a token and create a PIN:

RSA SecurlD’

Welcome

To use this app, you need toimport a
token. Please contact your

administratar.

Request a Token

After downloading the RSA Token app, you will need a software token on your device to successfully authenticate.
You may request a software token by contacting the GTS Service Desk and providing the email address for the
account you have set up on your device.

Import the Token

For iOS

In BlackBerry Work, open the email with your new token and tap the *.sdtid attachment in the message as
shown here:

RSA Token
October 2, 2017 at 6:00 PM
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Tap Tap to Download, then tap Downloaded when complete.

Step 2:
RSA Token
October 2, 2017 at 6:00 PM &1
Select
[ T O =Rl
Downloaded 6 KB

Step 3: Tap the More... icon at the top right of your display, then tap Open In... at the bottom of your display.

Close I sdtid | -

A A WA NIA VA MoleoRCime+ 8 2RI Se Dy Fig= 20181 222 202 k01 B0 1 0
ETAEA PR R T TR L R TR & a2 Tt VR F P TR TE

Open In...
Step 4: Tap Copy to Token.
RSA
C=
Copy to Copy Copy
Outlook to Token to WebEx

A confirmation message displays when the token is successfully imported.
You are now ready to create your PIN.

For Android

In BlackBerry Work, open the email with your new token and tap the *.sdtid attachment in the message as

Step 1:
shown here:
———TsmeTon : .
Today, 230 PM 1 &
Antachments i
seltief i
Step 2: Tap the attachment, and in the Complete action using menu, tap RSA Token.

Complete action using

BlackBerry Access
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A confirmation message displays when the token is successfully imported.

o Import Success

Token successfully imported.

I

You are now ready to create your PIN.

> After you have imported the token, save the email containing the token data so that it may be installed to other devices.

Create a PIN

Sstep 1:  While connected to the White & Case network, access Internet Explorer, type pinsetup.whitecase.com in
the Address bar and press Enter. The RSA SecurlD site displays.

Step 2: Enter your username in the User ID field.
E&YAY SecurlD’

Log in to access this protected resource. If you don’t remember your login information,
contact your help desk or administrator,

User 1D: x]

l

Passcode:  wour Passcode is your PIN + the number displayed
on your token (the Tokencode).

| Log In | I Reset |
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On your device, access the RSA Token

RSA
C=

" =@ 5 Dale

RSA SecurlD®

Enter PIN

Token 1

1 2 Asc 3 oeF

6:34

app. The Enter PIN screen displays.

4 cH B 6 MuD

7 Pars 8 v Q9 wxvz

¥
Tap the Enter arrow . or press Enter.

An 8-digit Passcode displays.

£ PN

Token 1

23409900

36 seconds remaining

RSA SecurlD’

Passcode

Token 1

7

s) remaining

>

Next Code

On the pinsetup screen, enter the 8-digit Passcode displayed on your device (no spaces) in the Passcode

field.

E&YAY SecurlD’

- Bl E i RS

Log in to access this protected resource. IF you don't remember your kogin information, contact your help desk or administrator.

User 1D
Passcode: | #RESSESe
Log In Reset
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Step 6:

Step 7:

Click Log In. You are now in New PIN mode.

|
m Log In | Reset |

Enter your new PIN and re-enter it to confirm.

» The PIN must be at least 4 digits and may not begin with 0.

Step 8:

5N securlD*

Either you don't have a PIN yet, or security policy requires a PIN change.

New RSA SecurID PIN Required

PINs must contain 4 to 8 numbers.

MNew PIN: |"'.. |

Confirm New PIN: ||||¢o| |

OK | Reset | | Cancel |

Click OK. The New PIN accepted message displays.

SecurlD’

Log in to sccess this protected resource. IF you don't remember your login information,
contact your help desk or administrator,

105: New PIMN accepted, You are required to authenticate with your new PIN. Wait for the
code to change on your token and then enter it in the space provided.

UseriD: | x|

|

Your Passcode is your PIN + the number displayed
on your token (the Tokencode).

Passcode:

|Luvgln| |Rasat|

Step 9: Refresh the pinsetup page in Internet Explorer by pressing F5 or selecting the Refresh icon ,0 Y ‘ in

34

the Address bar.
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You will now need to authenticate with your new PIN. Wait for the Passcode to change on your device.

Token 1

37256092

On your device, return to the Enter PIN screen by tapping PIN € 7%

device.

Enter your new PIN and tap the Enter arrow or press Enter.

W

Enter PIN

ek S W

{ Pin

Token 1

4409 5649

32 seconds remaining
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& W =

@ Dade w1232

RSA SecurlD’

Passcode

Token 1

LEEZ BE

8 second(s) remaining

>

Next Code

o W = @ &5 D a2 @ 600

RSA SecurlD’

Enter PIN

Token 1

1 2 hBC 3 oeF

4 cHi RS 6 MNo " i

7 Pars 8 wv Q wixvz a |

RSA SecurlD’

Passcode

Token 1

1 ema

>

Next Code

or pressing the Back button on your
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Step 13: In the pinsetup screen, enter the 8-digit Passcode displayed on your device in the Passcode field and click
Log In.

B securlD*
g0

Log in to access this protected resource. If you don't remember your login information,
contact your help desk or administrator.

105: New PIN accepted. You are required to authenticate with your new PIN. Wait for the
code to change on your boken and then enter it in the space provided.

User 1D: | X |

Passcode:  vour Passcode is your PIN + the number displayed
on your token (the Tokencode).

| Lugan | Resat |

An Authentication Succeeded screen displays briefly, followed by the Congratulations. Your new PIN setup
is complete message.

m SecurlD’

Authentication Succeeded.

Conkis

Congratulations. Your new PIN setup
is complete.

Click Here to close this window.

Step 14: Click the link to close the window. The RSA SecurlD token on your device is now ready to use remotely.
Obtain a Passcode

After you have created a PIN for the software token on your device, you may obtain a secure passcode for logging
into remote White & Case applications.

Step 1:  On your device, access the RSA Token i app.
Step 2: Enter your PIN and tap the Enter arrow L!J or press Enter. An 8-digit number (passcode) displays.
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P It is possible to get a tokencode without entering a PIN, but a tokencode is not the same as a passcode and will not work.

Enter the Passcode in the appropriate field when prompted by a White & Case remote access application
(for example, when logging into Citrix).

Replace a Token on Your iPhone or iPad

You will be notified in advance by GTS if your token is about to expire. After you have received a new software token
per email, you will first need to delete the old token on your device before importing the new software token.

P Contact your local GTS or the GTS Service Desk if you have not already been notified about replacing a software token

that is about to expire.

+  Your new software token will also work on your Firm laptop where the RSA Token app is also installed. See Manage your

RSA SecurlD Token for Windows for steps on replacing the token on your laptop.
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To replace a token on your iPhone or iPad:

Step 1: Launch the RSA Token app on your device.

Step 2: Tap out of the PIN entry field and then tap the Tokens menu at the bottom left of your display.

eeees \odafone.de 3G 11:21 1]

Enter PIN v

If your token will soon expire, you will see the remaining days displayed.

Done My Tokens T

Step 3: At the bottom right of your display, tap Edit.

i Edit
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A "minus" icon displays next to your token.

Step 4: Tap the minus icon to get the Delete option, then tap Delete.

The RSA Token app returns to a welcome screen.

Welcome ?

Step 5: In BlackBerry Work, open the email with your new token and tap the *.sdtid attachment in the message as

shown here:
Emailing: . . .sdtid
1. November 2017 at 10:58
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Step 6: Tap Tap to Download, then tap Downloaded when complete.

Emailing: . .sdtid
1. November 2017 at 10:58 =
Select
p s B sdtid
| Tap to Download | 6 KB
Select
6 KB

Step 7: Tap the Open In... icon at the top right of your display, then tap Open In... at the bottom of your display.

Close S W _sdtid [==-]

» - .sdtid

Today at10:59

Mail >

¥, SavetoDocs >

Save .

Open In...

Step 8: Tap Copy to Token.

RSA

C=

Copy
to Token

A confirmation message displays when the token is successfully imported.
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You are now prompted to enter a PIN, which will be the same as for your previous token.

eeeee \/odafone.de 3G 11:23 1]

Enter PIN ?

GHI JKL MNO
7 8 9
PQRS TUV WXYZ
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Replace a Token on Your Android

You will be notified in advance by GTS if your token is about to expire. After you have received a new software token
per email, you will first need to delete the old token on your device before importing the new software token.

P Contact your local GTS or the GTS Service Desk if you have not already been notified about replacing a software token

that is about to expire.

+  Your new software token will also work on your Firm laptop where the RSA Token app is also installed. See Manage your

RSA SecurlD Token for Windows for steps on replacing the token on your laptop.

To replace a token on your Android:

42

Launch the RSA Token app on your device.

RSA

C=

The app launches and prompts you to enter your PIN.
amsE = A R T gl 13% g 5:06 PM

RSA SecurlD’

Enter PIN

Token 1

I
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Tap the menu and then tap Token List.

In the screen that displays, tap and hold the token.

RSA SecurlD’

Token List

Token 1

In the menu that displays, tap Delete Token.

Manage Token 1

Rename Token

Delete Token

Token Information

In the confirmation message that displays, tap OK.

Delete Token

Do you want to delete Token 1?

0K Cancel
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In BlackBerry Work, open the email with your new token and tap the *.sdtid attachment in the message as
shown here:

From: N
To:
New RSA token file

Tap Downloaded when the file has completed downloading.

g8 ™mn £

{. Attachments

Tap and hold the attachment until the Open In... option displays. Tap Open In...

Save As

In the Complete action using menu, tap RSA SecuriD.

Complete action using
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A confirmation message displays when the token is successfully imported.

0 Import Success

Token successfully imported.

When you launch the RSA SecurlD app again, you are prompted to enter a PIN, which will be the same as
for your previous token.
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