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In this article, the author discusses the cybersecurity risk to retire-
ment plans, examines the challenges participants face in recov-
ering stolen funds, and explores the enhanced cybersecurity risk 
associated with plan investments in cryptocurrency and other 
crypto assets.

In 2011, the ERISA Advisory Council remarked:1

When ERISA was enacted in 1974, state of the art technology was 
a fax machine, communications were mailed and distributions 
were made by writing a check. As technology has improved and 
expanded to include various forms of electronic communications, 
there are increasing concerns about privacy, security and fraud 
in the benefits area as many financial transactions are conducted 
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on-line and as plan participants are increasingly required to use 
technology to interface with their plans.

State of the art technology may be different today (the ERISA 
Advisory Council’s 2011 report cited cases of data breaches on “elec-
tronic tapes” and compact disks), but the cybersecurity threats facing 
retirement plans are as relevant as they were twelve years ago. As 
Barry L. Salkin noted in a recent edition of the Benefits Law Journal, 
there has been an “increase in cybersecurity incidents directed towards 
tax-qualified plans.”2 Plan sponsors, IRA owners, plan administrators, 
and service providers are frequent targets for business email compro-
mise3 schemes and other attacks, resulting in data breaches, identity 
theft, and theft of plan assets.

Retirement plans represent particularly attractive targets of cyber-
crime due to the large pool of assets they represent – total U.S. retire-
ment assets were $32.3 trillion as of September 2022.4 In addition to 
a plan’s funds, attacks are also aimed at gaining access to sensitive 
plan data, including participant names, Social Security numbers and 
account information.5 Furthermore, plans are vulnerable targets due 
to the multiple points of entry that may be exploited by bad actors to 
gain access to plan assets and data, including the employees and sys-
tems of plan sponsors, service providers, counterparties, and adminis-
trators, as well as plan participants themselves.

Adding insult to injury, after their retirement savings disappear into 
a criminal’s bank account, injured plan participants must go to court 
and battle plan fiduciaries and service providers to recover their sto-
len funds, since they are not protected by the plan’s fidelity bond or 
fiduciary liability insurance policies, or by the cyber insurance policies 
held by plan sponsors and service providers, and federal law does not 
require that plans, plan sponsors, or service providers make partici-
pants whole or hold commercial crime coverage that will do so.6 The 
shift over the last 50 years from employees being covered by defined 
benefit plans to being covered by defined contribution plans7 has not 
only reallocated the burden of saving and investing for retirement to 
participants; participants have also been reallocated the risk of loss of 
plan assets due to theft and fraud.

The risk of cybertheft increases for plans offering cryptocurrency 
and other crypto assets,8 which have been marketed as investment 
options to 401(k) plans and IRA owners. Crypto assets have been 
particularly vulnerable to theft due to hacks and other breaches,9 high-
lighting the need to, in the words of the Department of Labor,10 “exer-
cise extreme care” when determining whether to invest plan assets in 
crypto assets (or offer access to crypto assets as an investment option) 
and evaluating which service providers and counterparties to engage 
with in the crypto market.
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I. CYBERSECURITY RESPONSIBILITIES OF PLAN 
SPONSORS UNDER ERISA

Under ERISA, fiduciaries must act solely in the financial interests of 
plan participants and adhere to an exacting standard of professional 
care. Courts have commonly referred to these prudence and loyalty 
obligations as the “highest known to the law.” Fiduciaries who breach 
those duties are personally liable for any losses to the plan resulting 
from that breach.11

In April 2021, ten years after the publication of the 2011 ERISA Advisory 
Council report, and five years after the ERISA Advisory Council’s 2016 
follow-on report12 on cybersecurity considerations for pension and 
welfare benefit plans, the Department of Labor’s Employee Benefits 
Security Administration (EBSA) issued its first formal cybersecurity best 
practices guidance13 for plan sponsors, fiduciaries, recordkeepers, ser-
vice providers, and participants and beneficiaries. This guidance was 
the first pronouncement from the Department that ERISA plan fidu-
ciaries have an obligation to ensure that cybersecurity risk is properly 
mitigated. This guidance supplemented the Department’s prior guid-
ance14 on prudently selecting and monitoring service providers.

Cybersecurity implicates multiple fiduciary duties under ERISA, 
including the duty of prudence, the duty of loyalty and the exclusive 
benefit rule. In the words of the Seventh Circuit, “The reasonableness 
of [a service provider’s] cybersecurity services, and the extent of any 
breaches, is therefore relevant to determining whether ERISA has been 
violated - either by [the service provider] itself or by the employers that 
outsourced management of their ERISA plans to [the service provider].15

a. Duty of Prudence

An ERISA fiduciary must act with the same care, skill, prudence, and 
diligence under the circumstances that a prudent fiduciary acting in 
a similar capacity and familiar with these matters is likely to use in a 
similar plan with the same goals. Plans often engage third-party service 
providers to maintain plan records and keep participant data confiden-
tial and plan accounts secure. Plan fiduciaries have a duty under ERISA 
to prudently select and monitor service providers, and must include 
cybersecurity risk as a factor in their selection and monitoring criteria.

In engaging a service provider and monitoring a service provider’s 
cybersecurity compliance, plan sponsors and fiduciaries should adopt 
policies and procedures which address the cybersecurity risk associated 
with the service provider relationship and the services being provided, 
which may include requiring that service provider agreements set forth 
the service provider’s cybersecurity program compliance obligations, 
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such as cybersecurity program certifications, breach notification pro-
cedures, encryption requirements, and testing procedures. The EBSA 
cybersecurity guidance includes guidance for plan sponsors in select-
ing service providers with strong cybersecurity practices,16 as well as 
“Cybersecurity Program Best Practices”17 for recordkeepers and other 
service providers, and for plan fiduciaries selecting service providers.

b. Duty of Loyalty and the Exclusive Benefit Rule

An ERISA fiduciary must act solely in the interest of plan partici-
pants and beneficiaries with the exclusive purpose of providing bene-
fits to them. Fiduciaries must use plan assets for the exclusive purpose 
of providing plan benefits and defraying reasonable expenses of plan 
administration (the exclusive benefit rule).

The duty of loyalty and the exclusive benefit rule require, among 
other things, that plan fiduciaries maintain plan records and proce-
dures, avoid misleading statements and misrepresentations and make 
reasonable arrangements with service providers. Plan sponsors should 
adopt and follow cybersecurity policies and procedures that include 
best practices to protect plan participant and beneficiary data and that 
include a plan of action if a data breach occurs.18

The adoption of a robust cybersecurity risk management program 
should enable a fiduciary to demonstrate, in the event of a breach, 
that it has taken appropriate steps to secure plan assets and data. Since 
cybersecurity risks are constantly changing, these policies and proce-
dures should be evaluated at least annually and updated as necessary 
to ensure that they address relevant cybersecurity risks.

II. PARTICIPANTS FACE SIGNIFICANT HURDLES IN 
RECOVERING STOLEN FUNDS

Cybercrime is endemic across all industries, and retirement plans are 
no different. However, because ERISA has not kept up with advances 
in technology, plan participants and retirees are less protected from 
losses from fraud in their retirement accounts than they are in their 
personal bank accounts.19

a. Standard Fraud Protections Do Not Protect 
Participants

The typical protections that plans must have in place do not protect 
participants against the risk of loss from cyber crimes. Fidelity bonds 
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required under ERISA protect plan assets from thefts by internal, not 
external, actors, and therefore would not cover most cyber breaches. 
Fiduciary liability insurance protects plan sponsors, but does not cover 
crimes. Plan sponsors and service providers may have cyber insurance 
or criminal liability insurance to protect against their own losses; cyber 
insurance policies typically are intended to cover losses related to data 
and information, not amounts stolen from participant accounts.20 In 
contrast, a commercial crime policy, which is not currently required by 
ERISA, is intended to protect against direct loss of money, securities, 
or tangible property (typically not data) caused by employees as well 
as outside third parties.

b. Participants Face Challenges to Recover Stolen Assets

Recent cases illustrate the challenges facing plan participants who 
are victims of cybercrime. In each case, the plan fiduciaries, service 
providers, and insurers refused to take responsibility for the breach and 
refused to make the participant whole. Unless victims take the costly 
and burdensome step of going to court to sue those they entrusted 
with their retirement funds, they must bear the entire cost of security 
breaches they had no role in causing.

Paula Disberry, a retired senior executive of Colgate-Palmolive, 
had her retirement account completely drained by an unknown thief, 
resulting in a loss of more than $750,000. Her case against the plan’s 
third-party administrator, Alight, and the named fiduciary of the plan 
recently survived a motion to dismiss, with the court21 concluding that 
Alight could have been acting as a fiduciary, and that both Alight and 
the named fiduciary of the plan could have breached their fiduciary 
duties by failing to prevent the unauthorized distribution. Similar cases 
against Abbott Laboratories and Alight in 202022 and Estee Lauder and 
Alight in 2019,23 alleging that plan fiduciaries breached their duties 
under ERISA by allowing unauthorized distributions (of $245,000 and 
$99,000, respectively) from the plaintiffs’ retirement accounts, were 
both settled.24

A recent case illustrates the limited protection provided by typical 
insurance policies. IRA owners filed a class action25 against their IRA 
provider and against crypto trading firm Gemini following a dramatic 
cyberattack (discussed in more detail in Section III of this article) 
which resulted in the IRA owners’ Gemini accounts being emptied of 
more than $36 million. The IRA provider sued Gemini, Gemini blamed 
the IRA provider, and the IRA provider’s insurance company filed a 
declaratory action seeking court confirmation that the insurance pol-
icy’s “Cyber Liability Exclusion Endorsement” precluded coverage of 
the IRA owners’ claims.26
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c. Outcome-Based Regulation Is Needed to Protect 
Retirement Savings

Even with the best procedures in place, security breaches will occur. 
Without a rule allocating the risk of loss away from plan participants, 
or requiring commercial cyber risk insurance, participants will con-
tinue to bear the primary risk of loss of their retirement savings due to 
cyber risks and fraud – which is particularly unfair to the majority of 
participants, who cannot afford to sue. Absent economic incentives to 
the contrary, third-party administrators and other plan service provid-
ers will be incentivized to cut corners on their employee training and 
cybersecurity infrastructure. Currently, the burden of providing those 
incentives is on the plan fiduciaries negotiating the arrangements with 
and monitoring these entities; however, once a breach occurs, partici-
pants have no rights to reimbursement of their losses.

While the cybersecurity recommendations provided by EBSA are 
well-intentioned, they fall short of protecting the security of partici-
pants’ retirement funds. At best, they provide important assessment 
tools for fiduciaries and may reduce the risk of security breaches; at 
worst, they simply provide guidance to ensure that fiduciaries will not 
be found liable to participants for their losses. But why, under a regu-
latory regime intended to protect plan assets against the risk of loss, 
should innocent participants bear the risk of loss due to cybercrime?

ERISA practitioners27 have observed that, in order to fulfill ERISA’s 
promise of protecting employee retirement security, outcome-based 
regulation is necessary. By requiring that plans reimburse participants 
for fraudulent transactions, or requiring that plans hold commercial 
crime policies that cover participant losses resulting from cybercrime, 
Congress could amend ERISA to ensure that participant funds are pro-
tected. Following a breach, plan sponsors and service providers would 
then make insurance claims and claims for indemnification against 
one another based on their contractual arrangements – and partici-
pants could rest easy knowing that their retirement funds are secure.

III. PLAN INVESTMENTS IN CRYPTO ASSETS

a. Unique Cybersecurity Challenges of Crypto Asset 
Investments

Plan fiduciaries today are evaluating whether to invest in crypto 
assets, or to offer such investments as an investment option in a self-
directed plan or via a brokerage window. Such a decision is subject to 
ERISA’s fiduciary duties, and while much of the discussion has, reason-
ably, focused on the broader prudence and loyalty challenges posed 



Protecting Plan Assets from Cybersecurity Risk – The Evolving Challenge

BENEFITS LAW JOURNAL 7 VOL. 36, NO. 1 SPRING 2023

by plan investments in crypto assets, including volatility, vulnerability 
to manipulation, the speculative nature of crypto assets, the challenge 
for plan participants to make informed investment decisions, valuation 
concerns, and the evolving regulatory environment, plan fiduciaries 
should pay particular attention to the unique cybersecurity consider-
ations crypto asset investments present.

Critically, crypto assets are rife with operational risks due to the 
features of the technology itself, such as open-source software and 
distributed ledgers. Because cryptocurrencies operate as software, 
they are susceptible to bugs and hacks. A number of crypto service 
providers, including exchanges and wallets, have also been hacked. 
Between January 2011 and July 10, 2022, approximately $14.58 billion 
in cryptocurrencies was stolen – and over $3 billion was stolen in 2022 
alone.28 According to crypto analytics firm Crystal Blockchain,29 “given 
that the number of blockchains keeps growing and the methods and 
technologies used by illegal hackers continue to become more sophis-
ticated and advanced, we can assume that the number of hack attacks 
will also continue to grow.” As noted by the Treasury Department, 
“cybersecurity practices and protections will need to keep pace with 
the scale of adoption” of crypto assets.30

The Department of Labor and other regulators and experts have 
highlighted the novel cybersecurity risks posed to investors in crypto 
assets, which plan fiduciaries are required to take into account as part 
of a prudent decision making process, both in selecting and monitor-
ing custodians, recordkeepers and other transaction parties, and in 
evaluating the prudence of crypto asset investments. In order to satisfy 
its duty of prudence when considering an investment or an investment 
course of action, a fiduciary must give appropriate consideration to 
the facts and circumstances that the fiduciary knows or should know 
are relevant to the particular investment or investment course of action 
involved, and must act accordingly.31

It is particularly relevant, in the context of the rapidly-evolving 
crypto asset market, that ERISA’s prudent expert standard of care 
requires plan fiduciaries to consult with appropriate experts when 
making investment decisions if the fiduciary lacks the necessary 
expertise. In addition, plan fiduciaries have an ongoing duty of care 
which requires them to continuously monitor a plan’s investments and 
remove imprudent investments.32 An investment can be imprudent for 
a number of reasons, including undue risk. In its guidance related to 
401(k) plan investment in crypto assets,33 EBSA noted that it “has seri-
ous concerns about the prudence of a fiduciary’s decision to expose a 
401(k) plan’s participants to direct investments in cryptocurrencies, or 
other products whose value is tied to cryptocurrencies. These invest-
ments present significant risks and challenges to participants’ retire-
ment accounts, including significant risks of fraud, theft, and loss.”
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In evaluating the cybersecurity risk profile of service providers and 
other crypto market participants, plan fiduciaries should not assume 
that the same market practice, regulatory framework, or terminology 
applies. Plan fiduciaries, who are familiar with transacting with regu-
lated counterparties and engaging with regulated service providers in 
the traditional financial system, should be particularly cognizant that 
most crypto market participants are not subject to, and/or have not 
structured their business to comply with, the same rules as traditional 
plan counterparties and service providers. Making this evaluation 
even more difficult, crypto market participants may misrepresent how 
they are regulated, falsely stating or implying that a given crypto-asset 
product is regulated to the same extent as other financial products. For 
example, many nonbank firms in the crypto-asset market hold them-
selves out as being regulated, including falsely advertising that depos-
its are FDIC insured.34 Firms often emphasize money services business 
regulation, although such regulation is limited, largely focused on anti-
money laundering controls or consumer protection.35

Needless to say, in such an environment, plan fiduciaries should 
not assume that crypto market participants have any familiarity with 
ERISA’s requirements regarding the custody, recordkeeping and valu-
ation of plan assets, or that they have the technical competence, sys-
tems, and infrastructure that plan fiduciaries typically expect from the 
trust banks, recordkeepers, and mutual fund companies which they 
customarily transact with and entrust with prudently safeguarding and 
accounting for retirement assets.

Plan investors should also be aware that concepts that have one 
meaning in the qualified plan context (such as “custody”) may have 
a different meaning, and carry different legal rights, in the crypto 
asset context. Crypto platforms have historically commingled the 
assets of depositors with the funds of the platform, rather than seg-
regating customer assets, putting assets at risk of being treated as 
assets of an insolvent platform’s bankruptcy estate.36 This contrasts 
with the protections a plan investor would be entitled to in a liq-
uidation of an SEC registered broker-dealer, which is overseen by 
the Securities Investor Protection Corporation under the Securities 
Investor Protection Act, and in which customer assets are segregated 
from the brokerage’s assets and cannot be used to satisfy the bro-
kerage’s debts to other creditors. Highlighting the cybersecurity risk 
posed by the differences between traditional plan asset custody and 
the custody and recordkeeping procedures used in the crypto asset 
market, EBSA noted:37

Cryptocurrencies are not held like traditional plan assets in trust 
or custodial accounts, readily valued and available to pay ben-
efits and plan expenses. Instead, they generally exist as lines of 
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computer code in a digital wallet. With some cryptocurrencies, 
simply losing or forgetting a password can result in the loss of 
the asset forever. Other methods of holding cryptocurrencies can 
be vulnerable to hackers and theft. These are just a few examples 
of the custodial and recordkeeping issues that may present addi-
tional difficulties for fiduciaries of retirement plans.

The U.S. federal prudential banking regulators recently issued38 a 
“Joint Statement on Crypto-Asset Risks to Banking Organizations”, 
which highlighted a number of key risks associated with crypto assets 
and crypto-asset sector participants which are relevant for plan fidu-
ciaries to consider, including: the risk of fraud and scams among 
crypto-asset sector participants; legal uncertainties related to custody 
practices, redemptions, and ownership rights, some of which are cur-
rently the subject of legal processes and proceedings; inaccurate or 
misleading representations and disclosures by crypto-asset companies, 
including misrepresentations regarding federal deposit insurance and 
other practices that may be unfair, deceptive, or abusive, contribut-
ing to significant harm to retail and institutional investors, customers, 
and counterparties; risk management and governance practices in the 
crypto-asset sector exhibiting a lack of maturity and robustness; and 
heightened risks associated with open, public, and/or decentralized 
networks, or similar systems, including, but not limited to, the lack 
of governance mechanisms establishing oversight of the system, the 
absence of contracts or standards to clearly establish roles, responsi-
bilities, and liabilities, and vulnerabilities related to cyberattacks, out-
ages, lost or trapped assets, and illicit finance.

Each layer of a crypto asset transaction implicates its own separate 
cybersecurity risk analysis, and plan fiduciaries should fully under-
stand the cybersecurity arrangements of each counterparty at each 
layer, as well as the cybersecurity measures protecting the transactions 
between those layers, as well as the on-ramps and off-ramps for U.S. 
dollars in and out of the investment.39

As an initial matter, the plan fiduciary should understand how the 
security of the “private key” which secures title to the crypto asset will 
be maintained.40 It must determine whether the participant (if permit-
ted)41 or a custodian will hold the private key, and it must determine 
whether the methods used for maintaining the private key are suffi-
ciently secure to satisfy its cybersecurity standards.

Understanding the security of the private key is only the first step; 
a fiduciary’s cybersecurity analysis must expand beyond the security 
of the private key to encompass the security arrangements of each 
of the counterparties and the transactions between the participant, 
the custodian, any crypto asset trading platform on which the crypto 
assets are bought and sold, and any counterparties of the crypto asset 
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trading platform with which the participant may transact, such as a 
crypto lending platform.

A plan fiduciary should conduct appropriate due diligence 
to determine whether the trading platform on which a particular 
crypto asset resides provides reasonable safeguards against parties 
who might seek to subvert the platform (through cyber measures 
or otherwise) for the purpose of misappropriating assets that reside 
on the platform. In February 2020, the Board of the International 
Organization of Securities Commissions (“IOSCO”) released a report 
entitled “Issues, Risks and Regulatory Considerations Relating to 
Crypto-Asset Trading Platforms.”42 Section 2 of the report, address-
ing safeguarding participant assets and protection against loss, and 
Section 7 of the report, discussing cybersecurity and resilience, raise 
issues of particular concern to plan fiduciaries. IOSCO notes in 
Section 2 of the report that, where the trading platform offers cus-
tody (that is, holding, controlling and safekeeping participant assets), 
the risks that could arise include “operational failure – the system 
may be compromised such that participant assets are lost or inacces-
sible (e.g., due to a cyber-attack), and theft, loss or inaccessibility of 
private keys – private keys are compromised (e.g., due to a cyber-
attack or breach, or by an action of a trading platform insider) or 
lost resulting in stolen or inaccessible assets.” Section 7 of the report 
highlights that cybersecurity is “particularly important for [trading 
platforms] due to the use of novel technology and the fact that many 
[trading platforms] hold participant assets. Security breaches and the 
exploitation of system vulnerabilities of [trading platforms] and wal-
lets have resulted in significant losses of investor assets. [. . .] In 
addition, where investors, including retail investors, are on-boarded 
and provide personal information, cyber [v]ulnerabilities may be 
exploited to access that individual information.”

Furthermore, crypto trading platforms or other counterparties may 
offer customers the ability to transact with other counterparties. For 
example, crypto trading firms may offer their retail customers the 
opportunity to earn returns on their crypto assets by lending those 
assets to crypto lending firms (such arrangements are often called 
“Earn” programs). In considering whether to permit participation in an 
Earn program, or in another product offered by a crypto trading plat-
form, a fiduciary should understand the security protocols applicable 
to transactions between the trading firm and the lending firm or other 
counterparty, as well as the protocols applicable at the lending firm 
or other counterparty itself. Crypto lending firms, which are a type of 
“decentralized finance” or “DeFi” firm, have been the recent subject 
of frequent hacks and exploits. Many of the largest crypto lending 
firms are now defunct,43 and the SEC has stated44 that “Earn” programs 
constitute offers of unregistered securities by both the crypto lending 
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platforms and the crypto trading platforms that offer their customers 
access to Earn programs.

b. IRA Financial v. Gemini Trust Company, LLC

The events described in the recent dispute involving self-directed 
IRA provider45 IRA Financial Trust (“IRA Financial”) and crypto asset 
trading platform Gemini Trust Company, LLC (“Gemini”)46 over a 
cyberattack that resulted in over $36 million worth of crypto assets 
being stolen from IRA owners’ accounts are illustrative of the cyber-
security challenges facing plan fiduciaries in prudently selecting and 
monitoring service providers and counterparties offering crypto asset 
investments.

In February 2022, in an event that New York State Attorney General 
Letitia James has described47 as illustrating that “cryptocurrencies are 
widely subject to hacking in ways largely unheard of in traditional 
financial instruments,” hackers “swatted” IRA Financial by calling the 
police and falsely reporting a kidnapping at IRA Financial’s head-
quarters. When employees returned to their desks, they immediately 
noticed suspicious transactions in a client’s Gemini account. Because 
IRA Financial was not able to freeze accounts itself, and was not able 
to call Gemini directly to request that the accounts be frozen, in the 
two hours between discovering the breach and Gemini freezing the 
accounts, IRA Financial staff alternated between frantically emailing 
Gemini and looking on helplessly as the hackers stole over $36 million 
in client crypto assets held by Gemini on its platform, by transferring 
multiple IRA owners’ assets to one IRA owner’s Gemini account and 
then draining the assets of that account.

Following the theft, IRA Financial investigated the breach and dis-
covered that, in addition to stealing their crypto assets, the hacker 
had gained access to sensitive information of certain clients, including 
their names, Social Security numbers, and financial account numbers. 
Reports indicate that client U.S. dollar deposits were also stolen.48

IRA Financial claims that this theft was able to take place because 
Gemini had issued it a Master Application Program Interface (API) key 
which enabled hackers to circumvent cybersecurity protocols such 
as multifactor authentication and transfer assets between accounts, 
and this Master API key was accessed and then exploited by hackers. 
Anyone with access to the Master API key could access all of the IRA 
Financial customer accounts and withdraw unlimited assets without 
multifactor authentication, and without triggering notifications.49

It appears that hackers may have been able to access IRA Financial’s 
systems, and, as a result, the Master API key, after an IRA Financial 
employee clicked on an unknown malicious link (a type of security 
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breach known as a “phishing” attack); a memo distributed to custom-
ers a few hours before the breach warned customers to remain wary 
of phishers and warned, “We have reason to believe that there are 
some bad actors posing as IRA Financial employees looking for crypto 
account-related information.”50 The Master API key may have been 
easily found in the email accounts of IRA Financial staff; the complaint 
indicates that Gemini personnel exchanged unsecured, unencrypted 
emails with IRA Financial containing the Master API key.

IRA Financial claims that Gemini was negligent in failing to provide 
an API that was reasonably safe for IRA owners, who “required an 
extra layer of security.”51 However, it is unclear whether IRA Financial 
engaged in a sufficient diligence and monitoring process to under-
stand the API and the cybersecurity risk applicable to the transactions 
that it and its clients would engage in with Gemini and to evalu-
ate whether Gemini (and IRA Financial) had the requisite security 
infrastructure and processes in place to provide IRA Financial’s clients 
with that extra layer of security. In the complaint, IRA Financial states 
that, in researching potential custodians, it focused on the security 
of the private keys, stating that it focused its diligence on “crypto 
exchanges’ ability to secure the crypto assets, which are notoriously 
subject to theft and fraud attempts”. It is not clear whether, and do 
what extent, IRA Financial engaged in an analysis of cybersecurity risk 
that extended beyond the security of the private keys or otherwise 
took into account the risks of interacting with crypto trading platforms 
that IOSCO has identified.

IRA Financial also claims that Gemini falsely represented that it 
kept most crypto assets in cold storage (a digital wallet that is not 
connected to the internet and thus is less susceptible to theft), that 
it maintained insurance coverage for crypto assets that it held in its 
online “hot wallets,” and that all customer assets and security events 
on the Gemini platform were insured.

i. IRA Financial’s Engagement of Gemini & Launch of the 
Crypto IRA Program

IRA Financial is a provider of self-directed individual retirement 
accounts which permits IRA owners to invest in crypto assets and 
other “alternative” assets; it claims to hold over $3.2 billion in alterna-
tive assets.52 It became an institutional customer of crypto exchange 
Gemini in September 2019, an arrangement it describes in the com-
plaint as partnering with a crypto exchange as a custodian to handle 
trading, custody, and security of its clients’ crypto assets.

In the complaint, IRA Financial states that it selected Gemini to secure 
its clients’ crypto assets largely because of its “detailed statements” about 
its industry-leading focus on security. The complaint, which does not 
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include any breach of contract claims, states that IRA Financial relied on 
statements made by Gemini on its website; it does not cite any contrac-
tual undertakings, with respect to cybersecurity or otherwise, that IRA 
Financial obtained from Gemini in retaining it as a “custodian” before it 
facilitated the transfer of tens of millions of dollars of clients retirement 
assets to Gemini. When IRA Financial became a customer of Gemini, 
Gemini refused to provide a phone number that IRA Financial could call 
in emergencies and IRA Financial did not insist on being provided with 
one as a condition of retaining Gemini as a custodian; as a result, IRA 
Financial could only email Gemini for assistance.

Both IRA Financial and Gemini marketed themselves to customers 
as safe, trustworthy and secure, respectively stating “Trust is our name” 
and “Trust is our product.”53 IRA Financial advertised that customers 
could “trust Gemini as the licensed and qualified custodian of their 
cryptocurrency private key” and stated that “It is our strong belief that 
the best and safest way to purchase bitcoin and other cryptocurrency 
with IRA funds is with our digital solution. IRA Financial clients can 
perform transactions any time and will gain complete control over 
their crypto.”54

When IRA Financial initially offered its clients the option to 
invest with Gemini, account creation was a multi-step process. 
When a client expressed interest in holding crypto assets, IRA 
Financial would provide Gemini, via Gemini’s web-based plat-
form, with the client’s contact information. Gemini then contacted 
and directly onboarded these clients who wished to transact in 
crypto assets, performing Know-Your-Customer checks and creat-
ing a client account on the Gemini platform. Once the client was 
onboarded, IRA Financial then sent the client’s funds to a Gemini-
owned bank account at Silvergate Bank which IRA Financial had 
access to; a personal subaccount was created for that client and 
the client’s funds were then transferred to the client’s personal sub-
account. Clients could then transact in crypto assets on Gemini’s 
web-based interface, which allowed the IRA owner to purchase, 
store, and trade crypto assets on the Gemini platform. Beginning 
in 2021, clients could participate in Gemini Earn, which offered 
up to 7.8% in returns on crypto loaned by clients to crypto lender 
Genesis.55 Gemini held all the client’s crypto assets and maintained 
custody over the private keys.

Soon after it launched its crypto asset IRA program, IRA Financial 
quickly experienced high demand for crypto accounts, but Gemini’s 
systems could not handle onboarding customers at the speed with 
which they were signing up. The onboarding problems documented 
in the complaint may have indicated operational weaknesses for IRA 
Financial to have considered in its ongoing monitoring of whether to 
continue use Gemini as a custodian.
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When the program first launched, Gemini set up a Gemini-owned 
Silvergate Bank account called “Primary 1” and gave IRA Financial 
access to that account. As each new client was onboarded, the cli-
ent’s funds were sent to Primary 1. A subaccount within Primary 1 
was then created for the new client, and IRA Financial sent the cli-
ent’s funds from Primary 1 to that client’s subaccount. The Primary 1 
account quickly reached the maximum capacity of subaccounts it was 
permitted to have, and Gemini created a new Silvergate Bank account, 
“Primary 2,” which also quickly reached capacity.

It is not clear from the complaint whether these account capacity 
limits were imposed by Silvergate Bank or by Gemini. It is not clear 
why the Silvergate account capacity issues were not anticipated by 
Gemini before the program launch; facilitating the onboarding of a 
large number of client accounts would appear to have been an essen-
tial element of the IRA Financial-Gemini business relationship.

ii. The Switch to the API; The Master Account-Subaccount 
Structure at Gemini

Switching to Gemini’s API, a software interface, was proposed by 
Gemini as a solution because there was no limit to the number of 
accounts that could be opened on the API. According to IRA Financial, 
Gemini “strongly pressured” IRA Financial to switch from using 
Gemini’s web-based platform to its API, in order to onboard custom-
ers more quickly. IRA Financial switched from the web-based platform 
to the API in September 2021.

It is not disclosed in the complaint how the client onboarding pro-
cess described above changed with the switch to the API, or how 
client accounts were funded following the switch to the API. It is not 
clear from the complaint, but it appears that clients who had been 
onboarded via the web-based platform and had been trading via the 
web-based platform were also migrated to the API; the complaint 
states that IRA owners contacted IRA Financial and expressed “pre-
scient” concerns about the risk of storing assets on a crypto exchange.

It is not clear what, if anything, IRA Financial was told or under-
stood about the API and its function or structure, or the structure of 
the client accounts within the API.

Similar to the subaccount structure described above for the Silvergate 
Bank accounts, Gemini set up the accounts for IRA Financial clients 
on the Gemini trading platform using a master account-subaccount 
structure. In this structure, IRA Financial itself was set up as the “mas-
ter” account. All of IRA Financial’s customers on the Gemini platform 
were subaccounts under IRA Financial’s “master” account. Gemini’s 
API, which is public, describes this as follows: “Gemini supports sub-
account functionality which allows users to create multiple Gemini 
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accounts off of their primary account.”56 According to clients who say 
they were affected by the hack, IRA Financial clients were allocated 
“Trader” roles within the API and were not permitted to withdraw 
funds; only IRA Financial was permitted to withdraw funds.57 It is not 
clear whether this master account-subaccount structure, in place after 
the switch to the API, was also in place before the switch to the API. 
It is also not clear whether IRA Financial knew about and approved 
this structure, or whether it considered having standalone accounts for 
each client instead of this master account-subaccount structure, and 
it is not clear why IRA Financial needed to have its own account at 
Gemini and have the power to withdraw client funds. It is not clear 
whether IRA Financial analyzed whether this structure, which was 
managed under the API, was secure and adapted to its particular busi-
ness plan or its clients’ needs.

iii. The Master Key; How the Cyberattack Happened

The Gemini API provides that a “group that contains multiple 
accounts can provision a Master API key.” As the master account 
holder, IRA Financial would have been able to create a Master API 
key. Without the master account-subaccount structure, Gemini’s API 
would not permit a Master API key to be created. It is unclear what, if 
anything, IRA Financial understood about its role as a master account 
holder within the API, or what it understood about the Master API 
key and its functions within the API. It appears that IRA Financial may 
have had no understanding of the cybersecurity implications of the 
master-subaccount structure, the Master API key, or the API.

As the cyberattack was taking place, IRA Financial staff logged on 
to the Gemini system and were able to observe that crypto assets in 
one IRA Financial client’s account were being transferred to the Gemini 
account of another IRA Financial client. According to the complaint, 
“This shocked IRA [Financial], which was not aware that crypto assets 
could be transferred between customer sub-accounts. Since these 
were individual retirement accounts, there was no reason for transfers 
between those accounts. In fact, such transfers may violate federal law.”

It appears that the master account-subaccount structure created on 
the Gemini platform is the feature that enabled the rapid transfers 
between subaccounts on the Gemini platform. With respect to the 
“Internal Transfers” API, the Gemini API states, “This API allows you 
to execute an internal transfer between any two accounts within your 
Master Group.” If the master account-subaccount structure had not 
been used, it appears that the account-to-account transfers would not 
have been possible.

If there had been no master account-subaccount structure, the unauthor-
ized withdrawals also would not have been possible, because no Master 
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API key, which circumvented the security protocols, could have been 
created. Gemini’s platform provided security protocols such as multifac-
tor authentication for account access and withdrawals, email confirmation 
for withdrawals, blocks on withdrawals for a certain amount of time after 
changes are made to an account, “whitelisting” of wallet addresses that 
are permitted to be used for withdrawals, fraud detection algorithms to 
detect unusual transaction patterns, and multi-signature storage of crypto 
assets to eliminate a single point of failure. Sub-account holders would 
receive the email confirmations, provide wallet addresses for whitelisting, 
and provide contact information for multifactor authentication.

However, the Master API key could be used to bypass all of these 
security protocols. The Gemini API states, “Master API keys can be 
used for any account level endpoint as well if the proper roles are 
assigned to it. For example, if a Master API key has the Administrator 
and Fund Manager roles assigned, the key can be used to check bal-
ances, create new deposit addresses and withdraw” and “Master API 
keys offer the convenience of invoking any account API on behalf of 
an account within that group.”

Once the hackers accessed IRA Financial’s Master API key, they were 
able to bypass the security protocols, including multifactor authentica-
tion, transfer assets between sub-accounts, and withdraw unlimited 
funds, making thousands of transactions within a very short period of 
time and stealing crypto assets from the IRA owners’ accounts. When 
an attacker has access to a trading platform’s API key, it can use the 
API key to program bots to quickly withdraw funds from the account 
or to perform multiple fraudulent trades.58

IRA Financial states that Gemini never informed it that the Master API 
key could be used to bypass the security protocols, permit account-
to-account transfers and permit withdrawals, and states that if IRA 
Financial had been so informed, IRA Financial would have insisted 
that the Master API key be eliminated, or else IRA Financial would not 
have agreed to use the API.

IRA Financial describes the Master API key as a “single point of 
failure” within Gemini’s API. However, it appears that the creation of 
the master-subaccount structure, which permitted the creation of the 
Master API key, resulted in a situation where IRA Financial itself, with-
out its knowledge, became the single point of failure.

IRA Financial, by its own admission, did not understand the power 
of the Master API key.59 Because IRA Financial held the Master API 
key without understanding its power, particularly within the master-
subaccount structure, it failed to treat it as the cybersecurity risk that 
it was. In the words of one alleged victim of the IRA Financial hack, 
“Gemini might have built a security fortress, but for institutional cus-
tomers they provide admins a master key, turn off the alarm system, 
and power down the cameras.”60
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IV. CONCLUSION

Many ERISA practitioners still remember the transitions from word 
processors to computers, library research to online research, and 
memos to emails. A generation of technological advances, together 
with the shift from defined benefit plans to defined contribution plans, 
has increased participants’ exposure to cybersecurity risk. While fidu-
ciaries have a duty of care to understand and mitigate the cyberse-
curity risks facing their plans, participants should not be required to 
bear the risk of loss to their accounts, which they cannot avoid and 
cannot be completely mitigated even by the most prudent fiduciaries. 
ERISA should be updated to protect participants’ retirement savings 
from theft and fraud, whether via phone, email, fax machine, Minitel, 
teletype or compact disk.
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