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LEGAL FRAMEWORK

Legal regime
Does Kour ?urisdiction have a legal regime governing or addressing online 
safetKI ,f soq hoA does it operateI

The European Union (the EU) has enacted a comprehensive legal regime for online safety 
in the form of Regulation (EU) 2022/2065, the Digital Services Act (DSA), which became 
generally applicable in February 2024 (or in 2023 for certain designated providers). 

The DSA is directly effective across all EU member states and establishes a harmonised 
set of rules for providers of online intermediary services, including mere conduit services, 
caching services, hosting services, online platforms, very large online platforms (VLOPs) and 
very large online search engines (VLOSEs). It aims to create a ‘safe, predictable and trusted 
online environment’ by imposing a range of obligations on providers, depending on the nature 
and number of users of their services in the EU. For VLOPs and VLOSEs, these obligations 
include assessing and mitigating risks arising from illegal content and other systemic risks 
to users, including risks to children and to users’ fundamental rights.

Oversight  and  enforcement  of  the  DSA are  carried  out  by  national  digital  services 
coordinators (DSCs) appointed by each member state, while the European Commission 
(the Commission) acts as the primary regulator for VLOPs and VLOSEs. The DSA is 
supplemented by Commission guidelines, delegated acts, and codes of conduct. The regime 
is designed to be risk-based and proportionate, scaling obligations according to the size, 
reach and risk proqle of each service. Providers of certain services are reHuired to publish 
annual transparency reports and undergo independent compliance audits.

The DSA is not the only source of EU law that may impact the online safety landscape. 
Other legal instruments contribute to a safer online environment by targeting particular risks 
and strengthening protective measures across digital services. For example, the General 
Data Protection Regulation (the GDPR) is primarily designed to safeguard personal data and 
privacy, and the Terrorist Content Online Regulation (the TCO) deals with the dissemination 
of terrorist content online. jowever, given the number and variety of such laws, and the fact 
that they narrowly relate to particular issues or aspects of online safety, we have focused 
below on the DSA, as the EU’s principal legislation designed to address online safety more 
broadly.

Law stated - 18 December 2025

Online harms covered
Which online harms are covered under the relevant legislation and hoA 
are these harms deNnedI

The DSA addresses a range of online harms, with particular focus on illegal content and 
‘systemic risks’ that may arise from the use of online platforms. Illegal content is deqned 
as any information that is unlawful under EU or member states’ national law (such as 
terrorism, child-sexual-abuse material, hate speech and intellectual property infringement). 
Systemic risks include the dissemination of illegal content but extend more broadly to 
include risks to fundamental rights, risks to civic discourse, electoral processes and public 
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security, and risks to public health, minors and physical or mental wellbeing. In addition, 
there is an express provision addressing protection of minors and the Commission has 
recently published guidelines giving examples of potential harms to minors, such as content 
promoting self-harm, suicide, eating disorders or extreme violence.

jowever, the DSA does not provide an exhaustive list of illegal content or systemic risks. 
VLOPs and VLOSEs must conduct risk assessments (at least once a year) to identify for 
themselves any systemic risks stemming from the use, design or functioning of their service 
and its related systems. 

Law stated - 18 December 2025

Online services covered
Which online services are covered under the laA and hoA are these 
services deNnedI

The scope of the DSA is intentionally broad, covering a wide array of online services that 
are accessible to users in the EU. These include intermediary services (ie, mere conduit, 
caching and hosting services), and online platforms that store and disseminate information 
to the public at the reHuest of users (eg, social media networks, online marketplaces and app 
stores). Online platforms and search engines that have more than 45 million monthly active 
users in the EU may be designated by the Commission as VLOPs or VLOSEs, in which case, 
they are subWect to additional obligations under the DSA.

Importantly, the DSA applies to any provider whose services are offered to EU users, 
regardless of where the provider itself is established. Providers established outside the EU 
must appoint a legal representative within the EU to engage with the Commission and DSCs.

Law stated - 18 December 2025

Territorial scope
What is the territorial scope of the relevant laAI

The DSA has broad territorial reach. It applies to any provider offering online intermediary 
services to users in the EU, regardless of the provider’s location or place of establishment, 
and will, therefore, have extraterritorial effect for non-EU providers.

Law stated - 18 December 2025

Codes of practice
yre there anK codes of practice or other non-binding guidelines or 
recommendations relating to online safetK in Kour ?urisdictionI

The DSA is supplemented by a range of non-binding codes of conduct and Commission 
guidelines. These typically provide detailed recommendations on best practices for DSA 
obligations, and play a signiqcant role in shaping compliance practices and regulatory 
expectations. For example, in recently published guidelines concerning obligations related 
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to minors’ safety, the Commission stated that it would use the guidelines to ‘impose a limit 
on the exercise of its discretion whenever applying’ the relevant provisions of the DSA.

1hile adherence to DSA codes of conduct is voluntary, compliance can serve as a mitigating 
factor in enforcement proceedings and is considered evidence of good-faith efforts to meet 
DSA obligations. The codes and guidelines may be updated to re–ect emerging risks and 
technological developments, ensuring that the regulatory framework remains responsive 
and effective.

Law stated - 18 December 2025

Harmful versus illegal content
HoA does the laA in Kour ?urisdiction distinguish betAeen harmful and 
illegal contentI

The DSA draws a clear distinction between illegal content (meaning any content that is 
prohibited under EU or national member state law) and other content that service providers 
are expected to address. As an example, article 86 reHuires providers to establish a ‘notice 
and action’ mechanism for users to report content that the report considers to be illegal. This 
reHuirement only applies to illegal content 7 it does not extend to other types of harmful 
but legal content (eg, content that is offensive or that violates the service’s terms and 
conditions). 

jowever, while the DSA does not deqne ‘harmful’ content per se, it includes a number of 
reHuirements that are relevant to providers’ handling of such content. For example, article 
29 DSA reHuires providers to implement ‘appropriate and proportionate’ measures to ensure 
a high level of safety, security and privacy for children, which would likely include measures 
to protect children from harmful content. Additionally, providers of VLOPs and VLOSEs must 
assess and mitigate systemic risks 7 such as threats to electoral processes or harm to 
vulnerable users 7 which will include risks that arise from legal but ‘harmful’ content.

Law stated - 18 December 2025

Extremist and terrorism-related content
HoA does Kour ?urisdiction regulate the dissemination of extremist and 
terrorism-related content onlineI

The DSA’s duties relating to illegal content - including the notice and action mechanisms 
- apply to any terrorism-related content that amounts to an offence under EU or national 
member state law.

The DSA also reHuires VLOPs and VLOSEs to assess and mitigate systemic risks associated 
with the dissemination of terrorist content. This includes evaluating how their services might 
be used to spread extremist material and implementing measures to prevent such risks.

Additional  reHuirements  are  imposed  for  certain  providers  under  terrorism-speciqc 
legislation, particularly Regulation (EU) 2028/F94 on addressing the dissemination of 
terrorist content online (the TCO). The TCO deqnes terrorist content as material that 
incites, solicits or contributes to terrorist offences. The duties imposed by the TCO include 

Online Safety Regulation 2026 Explore on Lexology

https://www.lexology.com/gtdt/workareas/online-safety-regulation?utm_source=GTDT&utm_medium=pdf&utm_campaign=Online+Safety+Regulation+2026


RETURN TO CONTENTS

reHuirements to take proactive measures to prevent terrorist content appearing on a service, 
and to remove such content within one hour of receiving a removal order from a competent 
authority.

Law stated - 18 December 2025

Disinformation versus misinformation
HoAq if at allq does the laA in Kour ?urisdiction distinguish 
betAeen misinformation and disinformation onlineI Does it include 
malinformationI

The DSA recognises the challenges posed by both disinformation and misinformation online 
and reHuires VLOPs and VLOSEs to assess and address these issues as part of their systemic 
risk assessment and mitigation obligations. 1hile not expressly deqned under the DSA, 
‘disinformation’ is understood as false or misleading content that is disseminated with the 
intent to deceive or cause harm, while ‘misinformation’ refers to false or misleading content 
shared without malicious intent. 

The Commission has issued guidelines for VLOPs and VLOSEs on the mitigation of 
systemic risks for electoral processes under article 35 of the DSA, which emphasise 
tackling disinformation and misinformation during electoral processes. The guidelines 
recommend that platforms implement robust mitigation measures, such as providing users 
with access to oGcial electoral information, collaborating with independent fact-checkers, 
and clearly labelling or demoting content identiqed as false or misleading. They also 
encourage platforms to support media literacy initiatives to help users recognise and resist 
disinformation, and to adapt recommender systems to reduce the ampliqcation of deceptive 
content. These measures are to be balanced with the protection of fundamental rights.

In addition, the Code of Conduct on Disinformation (COCD) sets out voluntary commitments 
for service providers to tackle the spread of false and misleading information online. For 
example, signatories commit to preventing the misuse of advertising systems to spread 
disinformation, strengthening efforts around media literacy and empowering users with 
tools to help them assess the provenance of digital content. Although adherence to the 
COCD remains voluntary, platforms that sign up are expected to implement its measures in 
good faith and report regularly on their progress. The DSA encourages participation in such 
codes as part of a broader strategy to foster accountability and transparency in the digital 
ecosystem.

Law stated - 18 December 2025

OBLIGATIONS FOR ONLINE SERVICE PROVIDERS

General obligations
What general legal obligations relating to safetK are imposed on providers 
of online servicesq including providers of online intermediarK servicesI

The Digital Services Act (DSA) establishes a tiered framework of obligations that re–ects the 
different risk levels associated with different types of services. 
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Mere  conduit  and  caching  service  providers  are  subWect  to  the  least  burdensome 
reHuirements. Providers of hosting services, which store user-generated content (eg, web 
hosting services and cloud storage services), face more extensive obligations. They must 
implement notice and action mechanisms, allowing users and authorities to report illegal 
content. They are also reHuired to publish annual transparency reports detailing their content 
moderation practices and enforcement actions, and to maintain clear terms and conditions 
that inform users about their rights and responsibilities.

Very large online platforms (VLOPs) and very large online search engines (VLOSEs) are 
subWect to the most stringent reHuirements. VLOPs and VLOSEs must conduct regular, 
comprehensive risk assessments to identify and evaluate systemic risks stemming from 
their service, including the spread of illegal content and harms to minors and other 
vulnerable users. They are reHuired to implement reasonable, proportionate and effective 
mitigation measures, such as adapting the design, features or functioning of their service, or 
adapting content moderation processes. They are also reHuired to provide more extensive 
transparency reports, undergo independent audits, give regulators access to relevant data for 
supervisory purposes, and cooperate with trusted –aggers and civil society organisations. 

Law stated - 18 December 2025

Risk assessments and mitigation
yre there anK speciNc legal obligations for online service providers to 
conduct risk assessments and mitigate risks to safetKI

Article 34 DSA reHuires providers of VLOPs and VLOSEs to conduct regular ‘diligent’ risk 
assessments of risks related to illegal content and other systemic threats. Providers must 
carry out these risk assessments at least annually, and prior to deploying new functionalities 
that are likely to have a critical impact on relevant systemic risks. 

Article 35 reHuires providers to put in place reasonable, proportionate, and effective risk 
mitigation measures, based on and ‘tailored to’ the qndings of their risk assessments. 
These measures could include adapting content moderation systems, improving user 
reporting mechanisms and enhancing transparency tools. Providers must also publish 
reports detailing their risk assessments and mitigation measures.

Additionally, providers of online platforms accessible to minors must put in place appropriate 
and proportionate measures to ensure a high level of privacy, safety and security of 
children on their service, per article 29. The Commission has recently published guidelines 
recommending particular measures, such as age-appropriate content controls, privacy 
settings and safeguards against proqling. Providers should conduct a dedicated risk review 
to identify potential harms to children, including risks to privacy, exposure to harmful content 
and other safety concerns, and determine appropriate mitigation measures. Providers 
are also expected to ensure that their services do not facilitate harmful interactions or 
expose minors to inappropriate content, and to regularly review and update their protective 
measures in line with evolving risks and best practices.

Law stated - 18 December 2025
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Protection of minors and age veri:cation
yre there anK speciNc legal obligations to protect minors onlineI ,f soq 
Ahat measures are re‘uired or advisedq such as age veriNcationI

The DSA includes a number of reHuirements relating to the protection of minors online. 
Providers whose services are likely to be accessed by minors are reHuired to implement 
age-appropriate safety measures, including effective age assurance mechanisms such as 
age veriqcation or estimation, parental controls, and content qlters to prevent access to 
harmful material. Risk assessments should speciqcally address the risks to different age 
groups and consider how service design and features may impact children’s exposure to 
harmful content.

The Commission’s article 29 guidelines distinguish between age estimation and age 
veriqcation on the basis of their accuracy, with age veriqcation (eg, via oGcial documents 
or biometric checks) offering a higher degree of certainty about a user’s age than age 
estimation (eg, via analysing behavioural or technical signals). The guidelines encourage 
providers to use age estimation where it is suGcient and less intrusive but recognise that age 
veriqcation may be necessary for higher-risk scenarios where greater certainty is reHuired. 
Providers are advised to choose the most appropriate method based on the risk proqle of 
their service, balancing the method’s effectiveness against children’s rights (eg, the right to 
privacy).

Law stated - 18 December 2025

Civil and human rights
yre there anK obligations for online service providers to balance civil and 
human rightsq such as privacK rights and freedom of expressionq Aith 
safetK regulationsI ,f soq Ahat measures are re‘uired or advisedI

The DSA obliges all online service providers 7 including VLOPs and VLOSEs 7 to balance 
their compliance measures with the protection of fundamental rights, including privacy, 
freedom of expression and non-discrimination. The DSA also reHuires providers to act in a 
non-arbitrary and non-discriminatory manner, respecting the Charter of Fundamental Rights 
and considering the legitimate interests of all parties affected.

Recommended measures  to  protect  fundamental  rights  include  making  terms and 
conditions clear and accessible (especially for minors), processing notices of illegal content 
in a timely and transparent way, and ensuring that interventions are limited to speciqc content 
rather than broadly restricting lawful material.

Law stated - 18 December 2025

Disinformation and misinformation
yre there anK speciNc legal obligations to combat disinformation and 
misinformation onlineI ,f soq Ahat measures are re‘uired or advisedI
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The DSA reHuires VLOPs and VLOSEs to assess and mitigate systemic risks arising from 
the spread of false or misleading information, especially where such content could impact 
democratic processes, public health, or the protection of minors.

Under article 34, VLOPs and VLOSEs must conduct regular risk assessments to identify how 
their services may facilitate the dissemination of disinformation or misinformation. Article 
35 then obliges them to implement reasonable, proportionate and effective risk mitigation 
measures. These may include cooperating with trusted –aggers and fact-checkers, adapting 
recommender systems to reduce the ampliqcation of false content, providing users with 
tools to report or challenge disinformation, and supporting media literacy initiatives. Services 
are also encouraged to participate in the Code of Conduct on Disinformation, which sets 
out voluntary commitments to combat disinformation (eg, by preventing the misuse of 
advertising systems for disinformation, strengthening media literacy and empowering users 
to assess the provenance of digital content).

Law stated - 18 December 2025

Notice and takedown
,s there a legislative ’notice and takedoAn2 mechanism or similar in Kour 
?urisdictionI ,f soq hoA does it operateI

Article 86 DSA reHuires hosting service providers to put in place mechanisms that allow any 
individual or entity to notify them of speciqc items of content that they consider to be illegal. 
Mechanisms must be easy to access and use, and enable the provision of suGciently precise 
and adeHuately substantiated reports. Upon receipt of a suGciently substantiated report, a 
provider may be considered on notice of illegal content, such that it can no longer rely on the 
hosting defence set out in article 6 DSA.

The provider must tell the reporter of its decision regarding the article 86 notice. Under article 
8F DSA, it must also tell the user who uploaded the content if it has restricted the visibility of 
the content (including removing or disabling content), or otherwise suspended or terminated 
monetisation of that content, the user’s access to the service, or access to the user’s account.

Providers must process notices in a timely, diligent and non-arbitrary manner, and ensure 
that their actions are targeted at the speciqc content identiqed in the notice. Providers must 
also publish annual transparency reports with information about such notices, including the 
number of notices received and the actions taken in response.

Separately, under article H DSA, member state authorities can send providers orders to 
remove speciqc items of illegal content. The order must be based on applicable national or 
Union law. On receipt of such an order, the provider must notify the member state authority 
of the effect given to the order (if any).

Law stated - 18 December 2025

ENFORCEMENT AND PENALTIES

Enforcement
HoA is the online safetK regime enforced in Kour ?urisdictionI
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The Digital Services Act (DSA) is primarily enforced by national digital services coordinators 
(DSCs), who oversee compliance by providers established in their member state. DSCs 
have the powers to investigate, obtain information, issue orders and impose penalties for 
non-compliance. The Commission acts as the competent authority for very large online 
platforms (VLOPs) and very large online search engines (VLOSEs), with powers to supervise 
compliance, obtain information, conduct audits and investigations, and impose qnes or 
remedial measures.

In addition to regulatory enforcement, individuals and entities affected by breaches of the 
DSA may seek private enforcement through the courts, in accordance with national Wudicial 
procedures.

Law stated - 18 December 2025

Authorities
Which authorities are responsible for enforcementI What is the basisq 
nature and extent of their enforcement poAersI

The DSA is enforced by national DSCs in each member state and by the Commission.

Law stated - 18 December 2025

Penalties and liability
What are the potential Nnes or penalties for non-complianceI yre there 
risks of liabilitK for emploKees or directors of online service providersI

For serious breaches of the DSA, such as failing to comply with key obligations or regulatory 
orders, qnes may be imposed up to a maximum of 6 per cent of the provider’s annual 
worldwide turnover. For less serious breaches, such as supplying incorrect information in 
response to a formal reHuest for information, qnes may be imposed up to a maximum of 
8 per cent of annual worldwide turnover. Fines may also be imposed on a rolling basis, 
up to a maximum of 5 per cent of the average daily worldwide turnover for each day of 
non-compliance.

The DSA’s enforcement regime targets the provider as a legal entity, rather than imposing 
liability on individual employees or directors. 

Law stated - 18 December 2025

DISPUTES

Claims
What claims relating to online safetK are available and most common in 
Kour ?urisdictionI

Online Safety Regulation 2026 Explore on Lexology

https://www.lexology.com/gtdt/workareas/online-safety-regulation?utm_source=GTDT&utm_medium=pdf&utm_campaign=Online+Safety+Regulation+2026


RETURN TO CONTENTS

Article 54 of the Digital Services Act (DSA) provides that private litigants have the right 
to bring claims for compensation in respect of any damage or loss suffered due to an 
infringement of the DSA. Any such claim would be brought in individual member states.

Article 28 DSA also provides for a non-binding out-of-court dispute settlement system, 
where people affected by an online platform provider’s decision regarding whether to restrict 
speciqc items of content, or impose certain other restrictions referred to in article 20, can 
seek to resolve the dispute. A number of dispute settlement bodies have been certiqed for 
this purpose.

Law stated - 18 December 2025

Procedure
What is the procedure for claimants to bring actions relating to online 
safetK in Kour ?urisdictionI

Claimants may initiate proceedings before the competent national courts in their member 
state. This typically involves submitting a claim or complaint that details the alleged 
non-compliance by the provider, provides relevant evidence, and speciqes the remedy 
sought.

Claimants may alternatively use the out-of-court dispute settlement mechanism provided for 
under the DSA. This allows users to refer disputes with providers of online platforms 7 such 
as disagreements over content moderation decisions or access restrictions 7 to a certiqed, 
independent and impartial dispute settlement body. The process is designed to be accessible 
and eGcient, and providers are reHuired to cooperate with the dispute settlement body. Each 
dispute settlement body publishes its own rules of procedure. The decisions of these bodies 
are non-binding, but claimants retain the right to pursue the matter further through the courts 
if they are dissatisqed with the outcome. This aims to offer claimants a Huicker and less 
formal alternative to court proceedings.

Law stated - 18 December 2025

Remedies
What interim and substantive remedies maK be imposed in relation to 
online safetK claimsI

Available remedies will depend on the member states’ national courts. jowever, article 54 
provides that users shall have a right to seek compensation in respect of any damage or loss 
suffered due to an infringement.

Law stated - 18 December 2025

Defences and exemptions
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Does Kour ?urisdiction provide anK defences or exemptions from liabilitK 
for online safetK claimsI ,f soq hoA do theK operate and Ahich online 
services providers maK avail of themI

The safe harbour exemptions in the DSA, which stem from the EU E-Commerce Directive, 
generally protect intermediary service providers from liability for third-party content, provided 
that they act promptly to remove illegal material once they have actual knowledge of it, 
or awareness of facts or circumstances from which the illegality is apparent. The DSA 
also maintains the prohibition on general monitoring obligations, meaning providers are not 
reHuired to proactively monitor all user activity or content on their services.

Law stated - 18 December 2025

UPDATE AND TRENDS

Key trends and future developments
What are the most noteAorthK recent trends and developments in online 
safetK regulation in Kour ?urisdictionI What developments are expected in 
the coming KearI

Recent regulatory activity has focused on strengthening child safety online, with the 
Commission consulting on an Action Plan against cyberbullying and gathering evidence 
on effective strategies to protect minors. This is complemented by ongoing work on 
age-veriqcation solutions, guidelines under article 29 of the Digital Services Act (DSA), and 
research into the impact of social media on youth mental health.

Enforcement is also evolving, with the Commission conducting investigations into very large 
online platforms (VLOPs) and very large online search engines (VLOSEs) that may result in 
stricter oversight and clearer standards for systemic risk management and transparency. 
The Commission is expected to further clarify and potentially strengthen its enforcement 
powers following the conclusion of these investigations.

Rules  on  the  procedures  for  DSCs  to  grant  data  access  to  researchers  are  being 
operationalised, with VLOPs and VLOSEs reHuired to provide vetted researchers with access 
to a potentially wide range of platform data. This is intended to support independent scrutiny 
of VLOPs’ identiqcation and mitigation of systemic risks.

Additionally, the Commission is continuing to conduct public consultations regarding the 
DSA’s obligations, for example, in relation to the article 89 reHuirements to notify law 
enforcement or Wudicial authorities in a member state about threats to life or safety. This 
consultation aims to clarify the scope of criminal offences, notiqcation procedures and 
reporting reHuirements to ensure consistent application across member states.

Law stated - 18 December 2025
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